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1. Overview of the document

The document will show how to configure and establish L2TPv2 tunnel
between AP and Mikrotik router RB750r2 / RB3011UiAS-RM. L2TPv2 tunnel can
be used to tunnel the WLAN traffic from AP to remote location. BCP protocol is

used to carry WLAN user traffic using PPP session which is established over
L2TPv2 tunnel.

The general deployment will look like this

VLAN 10 & 20
traffic
!;' ) IP: 10.110.134.39/24 HostOnvian1g  TEstOMYIAN20
WLAM 1 Mapped To VLAN 10
WLAN 2 Mapped To VLAN 20
Q)
P~ VLAN 10 &20 Traffic is Tunneled From AP to Remote Network
":"’ Using L2TPv2 Tunnel Terminated on Mikrotik Router RB750
Wireless Station  Wireless Station
Associated to Associated to
WLAN 1 WLAN 2

2. L2TPv2 tunnel configuration between AP and Mikrotik Router

It is assumed that AP and Mikrotik router have been configured with the IP
addresses, default gateway and reachable over the internet or intranet network.
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AP will tag WLAN traffic with the assigned VLAN and will put the traffic on the
tunnel interface. Mikrotik router will put the VLAN tagged packet on LAN ports

2.1 L2TPv2 Tunnel and WLAN profile configuration on AP
WLAN 1 profile is configured with VLAN 10 and L2TPv2 tunnel option

i & Reboot & Logout
(ff‘ Cambium Networks cnPilot E400
Configure / Wian
Il Dashboard
Edit wian 1 v [ ] [ ]
L Monitor ~
Radius Server Guest Access Usage Limits Scheduled Access Access Passpoint
£ Configure ~
Basic
- System WLAN 1 Mapped to VLAN 10
Enable
ghec Mesh Off - Mesh Base/Client/Recovery mode
s wians T SSID of s WLAN pto 32 characersy
/
/\TLAN 10 5 ) Default VLAN assigned to ciients on this WLAN. (1-4094)
aha Network \
Security WPA2 Pre-shared Keys . Set authentication and encryption type
&5 Services
Passphrase  «eoessenns WPA2 Pre-shared Security passphrase or key
-— . Radios 5GHz o Define radio types (2.4GHz, 5GHz) on which this WLAN should be
%= Operations supported
Max Clients 127 2 Defauli Max Client assigned to this WLAN. (0-255)
# Troubleshoot -
Client Isolation Prevent wireless clients from connecting fo each other
Hide SSID Do not broadcast SSID in beacons
Advanced
UAPSD Enable UAPSD
QaBss Enable QBSS load element
DTIM interval 1 4 Number of beacons (1-255)
Monitored Host IP Address or Hostname that should be reachabie for this WLAN to
be active
Band Steering Disabled = Steer dual-band capable clients towards 5GHz radio
Proxy ARP Respond to ARP requests automatically on behalf of clients
Insert DHCP Option82 Enable DHCP Option-82
G‘unnel Mode Enable tunneliing of wian traffic over configured tunnel
Fast-Roaming Protocol Pre-authentication OKC 802.11r 2 Tunnel Option On WLAN

Cor

guration

802.11w State Disable

“

=

] Cancel

WLAN 1 profile CLI configuration
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wireless wlan 1
ssid "WLAM 1"
no shutdown
vian 18
security wpaz2-psk

passphrase Scrypt$lsASeSo+ejaVVEUHItgGrimdgtcidgRXCT

band S5GHz

dtim-imterval 1
max—associated-client 127
tunnel-mode

mac—authentication policy deny

no guest-access

WLAN 2 profile is configured with VLAN 20 and L2TPv2 tunnel option

i ( Reboot
@ Cambium Networks cnPilot E400
Configure / Wian
Ll Dashboard
Edit wian 2 = [ ] [
L Monitor ~
Radius Server Guest Access Usage Limits Scheduled Access Access Passpoint
¥ Configure ~ .
Basic
WLAN 2 Mapped To VLAN 20
3= Operations Enable
Mesh Off ¥ Mesh Base/Client/Recovery mode
# Troubleshoot ~
SsiD WLAN 2 The SSID of this WLAN (upto 32 characters)
(VLAN 20 I ) Default VLAN assigned to clients on this WLAN. (1-4094)
Security WPAZ2 Pre-shared Keys a Set authentication and encryption type
Passphrase  cuesseess WPA2 Pre-shared Security passphrase or key
Radios 2.4GHz and 5GHz = Define radio types (2.4GHz, 5GHz) on which this WLAN should be
supported
Max Clients 127 : Default Max Client assigned to this WLAN. (0-255)
Client Isolation ~|  Prevent wireless clients from connecting to each other
Hide SSID ~] Do not broadcast SSID in beacons
Advanced
UAPSD ~)] Enable UAPSD
QBSS "] Enable QBSS load element
DTIM interval 1 & Number of beacons (1-255)

Monitored Host

Band Steering
Proxy ARP

Insert DHCP Option82

Disabled

IP Address or Hostname that should be reachabie for this WLAN to
be active

= Steer dual-band capabie clients towards 5GHz radio

Respond to ARP requests automatically on behalf of clients

| Enable DHCP Option-82

qunnel Mode

Enable tunnelling of wian traffic over configured tunnel

Fast-Roaming Protocol

802.11w State

| Pre-authentication

Disable

~1 OKGC

1 802.11r
Enable L2TPv2 Tunnel Option On WLAN 2

“«»

o
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WLAN 2 profile CLI configuration

|

wireless wlan 2

ssid "WLAN 2"

no shutdown

vlian 28

security wpaz2-psk

passphrase Scrypt$lsVRelF3zP0] iGUuepVIxS9ITo0i/FYrVEB
band both

dtim-imterval 1
max—associated-client 127
tunnel-mode

mac—authentication policy deny
no guest-access

L2TPv2 tunnel configuration on AP
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(ff. Cambium Networks”  CnPllot E400 () Reboot B Logout

Configure / Network

Ll Dashboard ——
— TTT—— e
\7/ ﬂ Configure L2TPv2 Peer IP Address, PPP Session User Name and Password Credentials
VLAN ftes Ethernet Ports Firewall DHCP | |
&= Monitor - / \E—
C Enable
& Configure - /e .
_( Remote IP 10.110.134.39 Configure tunnel remote ip address 5
& System E Authentication Info admin e Max 52 charagtors %
; — a
¥ Radio k [ ] Cancel j
= WLAN /
m
i
&5 Services
%= Operations

# Troubleshoot ~

L2TPv2 Tunnel CLI configuration

tunnel 12tp

no shutdown

remote-ip 18.118.134.30

auth admin $crypt$lsIT3as4npmlQolffYCR+x35Rzdlpaecdfz

One AP once can see the status of tunnel with command “show tunnel status”

MB-ES@@(config)# show tunnel-status

TYPE  REMOTE-IP STATUS
12tp  10.110.134.39 Up

MB-ES@8(config)#

2.2 L2TPv2 Tunnel configuration on Mikrotik router
Configuration on Mikrotik router (750 RB750r2 hEX lite 5 ports router)
involves below 5 steps

> Disable Firewall on WAN interface
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Disable

A Quick Set
= Interfaces
5 Bridge
oz Switch
-l
“13 Mesh
g 1P -
ARP
Accounting
| Addresses
Clowd
DHCP Client
DHCP Relay
DHCP Server
DNS
Firawall
Hotspot
IPsec
Meighbors
Packing
Pool
Routes
SMB.
SHNMP
Services
| Settings
Socks
TFTR

Bridge configuration
Assigning port to bridge
Assigning IP address to bridge
Create PPP profile for bridging
Add PPP secrets

Configuring L2TPv2 Server

YVVVYY

Firewall configuration on WAN interface:

Filter Rules | NAT | Mangle | Raw | Service Ports | Connections || Address Lists | Layer7 Protocols
Add New || Resat All Counters

& items

3 Src. Dst.
= Action Chain Address Address

o ::; special dummy rule to show fasttrack counters

o o ' accept | forward

4 ;;; defeonf: accept ICMP

Prot.. Src.Port Dst.Port Any.Port i, Tut . ytes

WebFig v6.36 (stable) -

Firewall

[ [+] _

Packets

(-] 0
Disable Firewall on 'u'-a‘.l.N/\-‘ter"ace Ether 1

=lo] 1 «' accept | input 1 {icmp 15.6 KB 127
|| ;; defeanf: accept established related /
-] 2 " accept  input 8.7 Mg 53918
(;ﬂ X x )
371 defeanf: fasttrack
=] 4 b fasttrack forward 08 [
i71 defconf: accept established,related
-lol 5 o accept  forward 08 0
4| i:; defconf: drop invalid
-lol 6 o drep  ferward 0B
4| i;; defconf: drop all from WAN not DSTNATed
=]l 7 o drop forward atherl 0B
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Bridge configuration:

Go to bridge configuration section and add new bridge with below configuration

Interfaces ] ] o
| ok || cancel || apply | |Remove| | Toren |
S mride (SEEEYS)] (Eenove) | SR
it -
= running
=2 PP
12 Mesh Enabled
Ed v Bridge Name
ARP General
oty Name bridge_l2tp_tunnel
Addresses e
Cloud Type Bridge
DHCP Client
ten (Mru Set MTU 1500 Bytes )
DHCP Relay
DHCP Server Actual MTU 1500
DNS
Firewall L2 MTU 1598
Hotspon MAC Address 4C:5E:0C:4F:5F:51
IPsec
Neighbors ARP | enablecd %] MAC address will be aulo populated ance user maps bridge to port configuration
Pack =
in (
L] Admin. MAC Address U 4C:5E0C:AF:5F:51 —
Pool
Routes T STP
SMB
= Protocol Mode ©@none stp rstp
Services Priority 8000 hex
Settings
Socks Max Message Age 00:00:20
TFTP
Forward Delay 00:00:15
Traffic Fiow
UPnP Transmit Hold Count .
‘Web Proxy
Zmpis . Ageing Time 00:05:00
2 Routing »
= Status

Assigning port to bridge:

Go to bridge configuration section and add new port with below configuration

A& Quick Set
i CAPsMAN

1 Wireless

[ Interfaces

WebFig v6.25.4 (stable)
Bridge Port <ether2-master>

[Cox_ | [cameet |[roety | [remove]

|| End-User License
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“1% Mesh Enabled

Ew - . Select physical port

' MPLS > General
i = ( (etherz-master 3)

) System >

( Brid, [ bridge I2tp_tunnel %

B Queues C ridge [ bridge_12tp_tunne D\

[ Files —

TR — Priority o hex b Map previously crealed bridge
|-] Log

£ Radus path cost

K Tools >

B New Terminal Harizan iy

MetaROUTER ——

5 MenROUTER | Edge [auo 4]

¥ Partition

| Make Supout.rif Point To Point

Undo

o) External FDB

# Redo

[ Hide Menu Auto Isolate s

3% Hide Passwords

4 Safe Mode Status
|3 Design Skin Port Number 1

& Manual
G| Role designated port

#] Graphs Edge Port



Assigning IP address to bridge interface:

Go to IP configuration - > Addresses -> Add new

As Quick Set

3 CAPsMAN

1 Wireless

| Interfaces

gi Bridge

== Switch

=3 PPP

“la Mesh

(;%IP

=

ARP

Accounting

Addresses

Cloud

DHCP Client

DHCP Relay

| - || s H Apply | |Remm’e| Select Previously Created Bridge Interface

Configure IP Address and Mask

Enabled
Address 1192.168.86.1/24 |
Network a 1192.168.88.0 |
Gnterface [ bridge_I2tp_tunnel #] )
Comment |def{: onf

Create PPP profile for bridging:

Go to PPP Configuration -> Profiles -> Add New settings, please do below
configurations

A Quick Set
L CAPsMAN

L Wireless

PPP Profile <ppp-bridging

[ Interfaces

35 Bridge

=2 Switch
G —
T Mesh

‘ oK H Cancel H Apply ‘ |Remav:‘

General
e — . Configure PPP profile name and atlach previously configured bridge
e = Name ppp-bridging
ARP Local Address ¥
Accounting
[ Remote Address ¥
Cloud
Brid bridge_I2tp_tunnel %
e ridge & ridge_|2tp_tunne
e ey Bridge Port Priority v hex
DHCP Server
] Bridge Path Cost v
Firewall o
Filter v

Hotspot
TPsec Outgoing Filter ¥
Neighbars
= Address List v
Bool DNSServer ¥
Routes
SMB WINS Server ¥
SNMP

- Change TCP MSS no yes @default
Services
Setting: Use UPnP no (yes @default
Socks
TFTP. Protocols
1l A Use MPLS. no yes required @default
UPnP
Web Proxy Use Compression “no (yes @default
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PPP Secret settings:

Go to PPP Configuration -> Secrets -> Add new settings and do below configuration

s Quick Set
i CAPSMAN
L Wireless

WeblFig v6.25.4 (stable)

( PPP Secret <admin>)

e [ o |[[cancel|[ avety | [pemave]

=3 Switch

ot

&P v

ARP (P:slword -

Accounting
Service
Addresses

Cloud CallerID v

E—

|_any

DHCP Client
DHCP Relay G"’m'

Com oidana %))

DHCP Server
DNS

Local Address ¥

Firewall Remote Address v
Hotspot
—_— Routes ¥

Neighbors
Packing

Pool Limit Bytes Out ¥

LimitBytesIn ¥

Routes

B Last Logged Out

Comment

Web Proxy

Julf26/2016 07:31:46

y

Configuring L2TPv2 Server:

Go to PPP Configuration -> Interface -> L2TP Server with the below configuration

options

& Quick Set
i CAPSMAN
i Wireless

WebFig v6.35.4 (stable)

( L2TP server)

%‘EZ:% | ok H Cancel || Apply ‘
= Switch
W Enabled

o
[iMesh] Max MTU
ELS v

ARP Max MRU
Accounting

1500

0

IiII&
=

3 a8

5

»

S MRRU =
Addresses

clou Keepalive Timeout
mcpcnm\

| DHCPRelay | Default Profile

k]
3
Ll
g
5
5

D Attach previuosly configured PPP bridge to L2TPv2 interface

DHCP Server Max Sessions ¥
DNS

Firewall

Hotspot.

IPsec Use IPsec
Neighbors
Packing IPsec Secret

Pool

Allow Fast Path
Routes

mschap2 mschap1
@chap pap

|

This completes Mikrotik router Ul configuration for L2TPv2 bridging
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One can see the status of L2TPv2 tunnel under Interfaces section

A Quick Set

I CAPSMAN 4

cnPilot cnPilot E400

MikroTik - Interface List at admin@10.110.134.39 - Webfig v6.35.4 (stable) on hEX

Elmr’anes ——
| Add wew ¥ |

hﬁfﬂfﬁﬁﬂ‘i’f“ u EolP Tunnel U 1P Tunnel ” GRE Tunnel U VLAN ” VRRP u Bonding UF‘

RouterBoard.com : Products

-
WebFig v6.35

B, Bridge
Zowme | gitems
3 PPP
13 Mesh f = Type L2MTU Tx Rx Tx Packet (p/s) Rx Packet (p/s) FP Tx FP Rx (F:j':’; LTS
= hd Kj DRS < »(<\2tp—admm4>_ L2TP Server Binding) 0 bps 0 bps 0 0 0 bps 0 bps 0
ARP bl R 4 VLAN1D VLAN 1594 0 bps 0 bps o 0 0bps 0 bps [
Accounting 11; defconf
Addresses o] R |4t bridge_i2tp_tunnel Bridge 1508 0bps 0 bps 0 0 0 bps 0 bps 0
Cloud D] R | 4 ether Ethernet 1508 100.6 kops 10.3 kbps 1 11 110.0 kbps 11.0 kops 11
DHEP Client D] S | 4 etherz-master Ethernet 1598 0bps 0bps 0 0 0 bps 0 bps 0
|DHEPRelay | 5] s b ethers Ethernet 1508 0bps 0bps 0 0 0 bps 0 bps 0
(DHERSenver | 5] s g etherd thernet 1508 0bps 0bps 0 0 0 bps 0bps 0
PNS ) 5] s b ethers Ethernet 1508 0bps Obps 0 0 0 bps 0bps 0
Firewall
Hatspot
IPsec L2tp-admin-4 is the dynamic tunnel name and double click this one to see more tunnel details
Neighbors
Packing
Pool
Routes

More status and statistics information of the above created tunnel

cnPilot cnPilot E400

MikroTik - Interface <<I2tp-admin-4>> at a0mMin@10.110.134.39 - Webfig v6.35.4 (...

RouterBoard.com : Products

+

WebFig v6.35.4 (stable)

( Interface <<I2tp-admin-4>>\

<I2tp-admin-4> a
J

L2TP Server Binding

Julf24/2016 14:54:17

0

1d 01:11:41

admin

10.110.72.32

1586

As Quick Set
i CAPSMAN
i Wireless
| Interfaces e B s B e
[(ciose | [Remove] [Foren |
55 Bridge —
= Switch
i Status: connected | dynamic | running | slave
=3 PPP
°I§ Mesh Enabled
550 v
ARP
E— i
Accounting | Name
Addresses ‘
Cloud Type
DHCP Client
L2 MTU
DHCP Relay i
DHCP Server
DNS.
Firewall
HotSpoR Last Link Down Time
IPsec
Neighbors Q_ast Link Up Time
Packing =
Link Downs
Pool
[ Uptime
SMB
SNMP e
I Caller 1D
Settings
Socks Encoding
TFTP
MTU
Traffic Flow
dlril? MRU

1600

3. Deployment guidelines

T~

~~Tunnel name and type will be displayed

Tunnel up time will be displayed

General

Status

» When WLAN profile is configured with L2TPv2 tunnel option, DHCP
server, Default gateway and DNS server shall be reachable over the tunnel
» User traffic will not be bridged to local VLAN interface i.e. all the user
traffic on that WLAN will be put on to the tunnel only
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» On board Captive Portal feature will not work on the tunneled WLAN
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