Document on authenticating guest user via Active Directory server using LDAP protocol where portal
mode is internal AP

Introduction

This document describes how to configure cnPilot Hotspot or E series device for web
authentication using Active Directory (AD) server via LDAP.

Note: This feature is available from 3.0-b24 beta release build.

Devices used to explain the feature

Client device : Mobile phone
Access Point : Cambium Networks E600 Access point
Active Directory : Windows 2008 server

Configure LDAP Server
The first step is to configure the LDAP server, which serves as a backend database to store

user credentials of the wireless clients. In this example, the Microsoft Windows 2008R2
server is used as the LDAP server.

Create Users on the Domain Controller

Stepl : Create an Organizational Unit (OU) which can contain multiple groups that carry
multiple users

Step2 : Create a group inside the organizational unit

Step3 : Create a user and add the user to the group

In this example, a new OU “Test_Ldap” is created, and group “Test_Group_LdapTest” is
created inside this OU. A user named “anand” is created, and added to the

“Test_Group_Ldap”.

Note: The domain used in this example is corp.solutionlab.com

Attaching the screenshot for the steps described

Screenshot details are explained at the bottom of the screenshot
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Configure LDAP server credential on the cnMaestro/AP

In cnMaestro, Ldap guest is available at shared settings > wlan > wlan name > guest access

Below configuration is for default Administrator user which is part of Users

WLANSs > test_ldap

Configuration

Basic Settings

In cnMaestro, LDAP IP address is configured at > AP_Group > Group name > Services >LDAP

AP Groups > Ldap_test_APGroup
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Network

ELDAI

Server Host:

Server port:

(@ NAT Logg

Services »

@ Location API

10.110.134.68




In Access Point, LDAP guest configuration is available Configure> Wlan > Guest Access
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In Access Point, LDAP IP address is configured at > Configure> Services > Network > LDAP
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Order of DC, OU and CN

Make sure that the order of configuring the DC and OU and CN are correct so that
we do not have any issues in binding the AD. Here in this example, order is like this,

CN=James,OU=Ildap_OU_Test,0U=Test_Ldap,DC=corp,DC=solutionlab,DC=com
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Let’s take different users created in different hierarchy of LDAP and bind with AP and
authenticate

LDAP typically has following format. cn=common name , ou=organizational unit , dc=domain

“sadmin” —is an administrative user created at the root level.
“admin” is the user used to authenticate the client available at default users group.

For the below example, cnMaestro/ AP configuration is,

Base DN: DC=corp,DC=solutionlab,DC=com
Admin DN: CN=sadmin,DC=corp,DC=solutionlab,DC=com

Admin Password:

Note: We do not need to add OU here since “sadmin” user is not added to any group
Windows AD configuration, Bind user on the left pic and authentication user on the right pic
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Packet capture taken from the LDAP server when bind is success for user admin
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Logs from the AP for successful user authentication

“anand” is the user used to authenticate the client available at Test_Ldap OU.

Windows AD configuration, Bind the LDAP server with user (sadmin) credentials on the left
pic and authenticate guest user (anand) on the right pic
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Packet capture taken from the LDAP server when bind is success for user anand
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Logs from the AP when user authentication is success

Let’s use another Administrative user to bind the AP with the Active directory.

“Administrator” —is an administrative user already available in the users group

“admin” is the user used to authenticate the client available at default users group.

cnMaestro/ AP configuration is, Note that here Users is mapped to CN not OU

Windows AD configuration, Bind the LDAP server with user (Administrator) credentials on
the left pic and authenticate guest user (admin) on the right pic
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Packet capture taken from LDAP server when bind is success and authentication is also

success
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1243 151.825168 18.110. 208,111 10.110.134. 68 TEP 66 SBOED » 389 [ACK] Seq=88 Ack=23 Win=14608 Len=0 TSval=1835761 TSecr=2561893594

1244 151.825683 1@.11@.20e.111 1@.11@.134.68 LDAP 161 searchRequest(2]) =solutionlab,DC-com™ wholeSubtree

1245 151.826492 12.112.134. 6% 12.1102.200.111 LDAP 1836 searchResEntry(2) "CN=admin,CHN=Users,DC=cerp,DC=solutionlab,DC=com” | searchResRef(2) | searchRes-

1246 151.827569 18.110. 208,111 10.110.134. 68 TEP 66 SBO8D - 389 [ACK] Seq=175 Ack=1793 Win=20408 Len=8 TSval=1835762 TSecr=261893504

1247 151.828731 1@.11@.20e.111 1@.11@.134.68 LDAP 137 bindRequest(3) “CH=admin,C(N=Users,DC=corp,DC=solutionlab,DC=com™ simple

124% 151.823726 12.112.134. 6% 12.1102.200.111 LDAP #% bindRespense(3) success

1249 151.831115 12.112.202@.111 18.112.134. 68 LDAP 161 searchRequest(4) orp , D olutionlab,DC=com™ wholeSubtree

125@ 151.831729 1@.112.134. 68 1@.11e.2e@.111 LDAP 1836 searchResEntry(4) “CN=-admin,CN-Users,DC=-corp,DC=solutionlab,DC-com” | searchResRef(4) | searchRes-

1251 151.832528 12.112.22@.111 12.112.134. 638 TCP 66 SBO8O » IB0 [ACK] Seq=341 Ack=3585 Win=26132 Len=@ Tival=1035762 Tiecr=261853554

1252 151.834689 12.112.2020.111 12.112.134. 68 LDAP 73 unbindRequest(5)

1253 151.834891 10.112.200.111 10.110.134. 68 Tce 66 58989 + 389 [FIN, ACK] Seq-348 Ack=3585 Win=26192 Len-@ TSwal-1@35762 TSecr-261893594

1254 151.834735 19.112.134. 55 1@.11@.200.111 TCFP 66 389 + 55555 [ACK] 5e9=3585 Ack=349 Win=66384 Len=0 Tival=261893595 T3ecr=1@35762

2 12.112.134. 68 11a. —+ 58 5 [RST, Win=0 Len=@

is success

Jun
Jun
Jun
Jun

“anand” is the user used to authenticate the client available at Test_Ldap OU.

Windows AD configuration, Bind user on the left pic and authentication user on the right pic
]

= ||
b Eim L & Fle Acton Vew Help
e @0 XDozEDLatETaS | B LIS 3=k |
Active Directory Users and Comput. [ niame [1ype [ eserption ] - = o EE S ST o B
b i " ] ctive Directory Users and Comput | Name Tipe Description
&, Administrator User Builin account For adminl,.. e = )
82 Allowed RODC Passward Re...  Security Group ... Members in this group can. Buitin q optes rasnistional.
31 cnmeastro_Default_0U ert Publehers Securty Group ... Members of this group are. 51 cnMeastro_Defack_oU || &2 P2 User
| Computers enied RODC Password Repl... Security Group .., Members in this araup can... | Computers TESt’G'?:D’LdaD i“"”ty o e
2 E;E’;g;ﬁsg;;;ma‘s Security Group .. DN Administrators Group = Domain Controllers » viswenathan ==
| Mt Sorvce Petonts Security Group ... DS clinks wha aré perm... | ForeignSecrityPrincipals
B & Test Ldp Security Group ... Designated aduinistrators. 1 Managed Service Accounts
dap_OU_Test Security Group ... All workstations and serve... £al Lest,tdau
Security Group ... All domain controllers in th.. 4 Hsers
R Security Group ... All domain guests
Security Group ... All domain users
Security Group ... Designeted adinistrators.
Security Group ... Members of this group are...
Security Group ... Members i this group can.
User Builin account For guest
Security Group ... Serversinthis group can ..
Security Group ... Members of this group are...
Security Group ... Designated adinistrators.
KT — » T — i

File Edi Wew Go Capture Analyze Statistics Telephony ‘Wirsless Tools Help
i ® | RE|] &=
[N ip.addr == 10.110.200.111

- Expression... | +

Length

C

20@ 31.838345
31.839316
31.839319
31.848958
31.841853
31.842526
31.84343@
31.844497
31.845528@
31. 846552
31.848120
31.848797
212 31.849904
213 31.851863
214 31.851886
215 31.8519@9

211

12.112.134. 68
10.112.20@.111
1e,112.2ee.111
12.112.134. 68
1@.112.20@.111
1@.110.20@.111
10.112.134. 68
12.112.200.111
1@.112.20@.111
12.112.134. 68
10.112.20@.111
1e.112.134. 68
12.112.200.111
1@.112.20@.111
1@.110.20@.111
1@.112.134. 68

12.11@.2@0.111
12.110.134. 68
12.110.134. 68
12.110. 202,111
12.110.134. 68
12.110.134. 63
12.110.200.111
12.112.134. 68
108.110.134. &8
12.11@.2@0.111
12.110.134. 68
12.11@. 20,111
12.112.134. 68
102.11@.134. &8
12.110.134. 63
19.119.200.111

TCP
TCP
LDAP
LD&P
TCP
LDAP
LDAP
TP
LDAP
LDAP
LDAP
LDAP
TP
LDAP

262135529 TSecr-

-
389 + 58352 [SYN, ACK] 56 SACK_PERM=1 TSwa
58992 + 389 [ACK] Seg=l Ack=1 Win=146@8 Len=@ Tswal=1277687 TSecr=262135529
bindRequest(1) “CH=Administrator,CN=Users,DC=corp,DC=solutionlab,DC=com” simple
bindRespense(l) success

58992 + 389 [ACK] Seq=8@ Ack=23 Win=146@& Len=0 Tiwal=1277687 TSecr=262135523
searchRequest(2) "DC=ceorp,DC=solutionlab,DC=cem” wholesubtree

searchResEntry(2) "CH=anand,OU=Test_Ldap,DC=corp,DC=solutionlab,DC=com” | searchResRef(2) | searc-
58992 + 389 [ACK] Seq=175 Ack=1796 Win=28480 Len=@ TSwal=1277688 TSecr=26213552%

bindRequest (3} "CN=anand,0U=Test_Ldap,DC=corp,bf=solutionlah,bC=can® simple

bindResponse(3) success

searchRequest(4) "DC=corp,DC=solutionlab,DC=com” wholesubtree

searchResEntry(4) "CN=anand,0U=Test_Ldap,DC=corp,DC=solutionlab,DC=com” | searchResRef(4) | searca

58992 + 389 [ACK] Seq=346 Ack=3591 Win=26192 Len=@ TSwal=1277688 TSecr=26213553Q
unbindrequest(s)
58952 + 389 [FIN, ACK] 5eq=353 Ack=3591 Win=26132 Len=0 Tival=1277688 Tiecr=262135530

262135530 Toecr=1277668

Logs from the AP when user authentication is success



1, imeout[0], T —Ir ot

nticate the client available at Idap_OU_Test OU which is

09: - L ) 1 1 time [0]
“James” is the user used to authe
inside the Test_Ldap OU

Active Directory

ers and Computers _ (O]

File Action VYiew Help

s % 0 X

. Active Directory Users and Comput Description
+ Saved Queries
= 3 corp.solutionlab.com 2 test_group_fpa Security Group ...
Builtin
+ 2 cnMeastro_Default_OU
+ Computers
+ 2 Domain Controllers
+ ForeignSecurityPrincipals
Managed Service Accounts
=] & Test_Ldap
= Idap_OU_Test
Users

Packet capture taken from LDAP when bind is success and authentication is also success

& Capturing from Local Area Connection [_ O]
Fle Edt View Go Capture Anslyze Statistics Telephory Wirelsss Tooks Help

] =i ¥ = ||=
-] Expression... | +
M. Time [ source Destination [Protecal[Length Info

2@7 2@.778543 1@.11@. 1@.11@. 134. 68 TCP 58997 + 389 [SYN] Seq=@ Uin=1468@ Len=@ M55-146@ SACK FERM=1 TSval=1368986 TSecr=@ US=16
208 20. 778850 1@.11@. 10.11@.202.111 TCP 389 + 58997 [SVN, A(K] Seq=@ Ack=1 Win=8192 Len=@ M55=145@ WS=25& SACK_PERM=1 Tsval=262226752 TSecr—
209 2@.779593 1le.11e. 1@.11@.134. 68 TCR 58997 + 389 [ACK] Seq=1 Ack=1 Win=14608 Len=@ TSval=1368906 TSecr=262226752
210 28.779554 1e.11@. 10.110.134.68 LDAP bindRequest(1) "CN=Administrator,CN=Users,DC=corp,DC=solutionlab,Di=com™ simple
211 20. 788428 1@.11@. 10.11@.202.111 LDAP hindRESpDnSE(l) success
212 28.781326 10.118. 10.112.134. 68 TcP 58957 + 389 [ACK] Seq=88 Ack=23 Win=14605 Len=0 TSval=1368906 TSecr=262226752
213 20.762262 1e.11@. 10.110.134. 68 LDAP searchRequest(2) "DC=corp,DC=sclutionlab,DC=com” wholeSubtree
214 20. 782638 le.11@. 1@.112.202.111 LDAP searchResEntry(2) "CH=]ames,0U=1dap_OU_Test,0U=Test_Ldap,DC=corp,DC=solutionlab,bC=com" | searchRe-
215 28.783657 10.118. 10.112.134. 68 TcP 58957 + 389 [ACK] Seq=175 Ack=1578 Uin-2848@ Len=@ TSvwal-1368907 TSecr=262226752
216 20.785234 1e.11@. 10.110.134. 68 LDAP bindRequest(3) “"CN=James,OU=ldap OU Test,OU=Test Ldap,DC=corp,DC=solutionlab,Di=com” simple
217 2@. 785897 1e.11@. 1@.11@.22@.111 LDAP hindRESpnnSE(B) success
218 2@.767500 1e.11@. 10.112.134. 68 LDAP searchRequest(4) "DC=corp,DC=sclutionlab,DC=com” wholeSubtres
219 20. 787813 1e.118@. 10.11@.200. 111 LDAP searchResEntry(4) "Ch=]ames,OU=ldap_OL_Test,OU=Test_Ldap,DC=cerp,DC=solutionlab,DC=com” | searchRe-
220 20.788846 1e.11@. 1@.11@. 134. 68 TCR 58997 + 389 [A[K] Seq=362 Ack=3824 Win=26192 Len=@ TSval=13689@7 TSecr=262226752
221 20.791665 10.118. 10.112.134. 68 LDAP unbindRequest(5)
222 20. 791666 1e.118@. 10.110.134.68 TCP 58997 + 389 [FIN, ACK] Seq=369 Ack=3824 Win=26192 Len=0 TSval=1368908 Tsecr=262226752

2@. 791687 10.11@. L 11@, TCP 389 » 5B997 [ACK] S 262226753 TSecr=1368998

Logs from the AP when user authentication is success
E

Let’s use another Administrative user to bind the AP with the Active directory.

“viswanathan” —is an administrative user already available in the Test_LDAP OU



“admin” is the user used to authenticate the client available at default users group.
cnMaestro/ AP configuration is,

Base DN: DC=corp,DC=solutionlab,DC=com

Admin DN: CN=viswanathan,0U=Test_ldap,DC=corp,DC=sclutionlab,DC=com

Admin Password:

Windows AD configuration, Bind user on the left pic and authentication user on the right pic

Fie Acion View Help

=
. fctveDirecty Lsers an d Computets !EI ﬁ Active Directory Users and Computers ]

7 Buitin 52, Mlowed RODC Password e, Security Group .. Members in this group can. ..

= - — | cnMeastro Defaut OU | 82 con publshers Security Group .. Members of this group are...
fctve Directry Ui and Comput | Hare |Type |Desmptmn Comptors 2 DariedRODC " an
g omein Cantrelirs 2, prsad Securky Group ... DS Administrators Grou
l oo | i nsdrins ecurty Group iministrators Group
_SaVEdQUE”ES d Janand Jser Z:;Z”E dSENL A(:Dums 2, DnslipdateProxy Security Group.., DNS clents who are permi..,
o . ! L 82, ponain Adrins Security Group ... Designated administrators.
H 2 comsdionlh.con 2 idap U Test Organizeondl . It 5 consin ot Secarty Group..._ Alwrktations o serve.
9 BU“UH 5} . .‘ﬁ,DDmamCunthevs Security Group ... All domain controllers inth, .
- i Test Gup Ldep Sectty Group . 52 ponin Guests Securty Group... Al domain quests
1| tmMeastr Defau\t o gmmam Users Securiey Group ... All domain users
- = = i 52 Enterprise Admins Security Group ... Designated administrators. .
. Conputers 8 Enterprise Read-orly Domai...  Securty Group ..~ Members of tis group are...
- 52, Group Policy Creator Owners  Security Group ... Members in this group can. .
Dornain Contralers 2, Guest User Bult-n account For quest
a . L 2 RAS and 145 Servers Security Group . Servers in this group can ..,
| ForeigniecurtyPrincipals 82 Read-only Daman Controllrs  Seeurky Group... Members o tis group ae...
= 52, Sehema Adnins Sectrity Group ... Designated administratars, .
| Managed Service Accounts
[ 4 Test Ldip
1 M 0l Test [— s
. ‘ ’
_ Users

Fle Adin UVew Hep LE EIENEIEE SRR 2=E |
] Active Directory Users and Comput | Hame [1ype [ Description ]
¥ - K _ P 1 Saved Queries & adrin User
@ @‘ v‘_’_‘ ‘%/ |:| ‘XD CNES ﬁ I 2_) ﬂ H| ? Juil ‘% ) 5 cop.salutionlab, com £ administrator User Buit-in account for admini...

Packet capture taken from LDAP when bind is success and authentication is also success

£ bind-viswanathan-auth-admin.pcapng
File Edit Yiew Go Capture Analyze Statistics Telephomy ‘Wireless Tools Help

4800 RE[Res=FTL[Elaqaam

[ ]ip.addh == 10.110.200.111 AL ] Expression.. | +

fa. | Time | Source | Destination | Protocal | Length | Info

2978 407.690855 .11@. 288.111 10.118.134. 68 TP 74 59001 + 383
2979 407. 691119
298@ 407. 692137
2981 497.632141
2982 497.635245
2983 497, 6962@2
2984 497, 697121
2985 407.698350
2086 407, 60ME6
2987 407, 700426
2988 407, 701942
2989 407, 783582
2990 407. 704546

SYN] Seq=@ Min=14600 Len=@ MS5=1468 SACK_PERM=1 TSwal=1424856 Tiecr=0 US=16

.11@.288.111 1@.118.134. 68 TR 66 59081 + 389 [ACK] Seq=1 Ack=l Uin=14608 Len= TSwal=1424856 Tiecr=262282703
.11@.20@.111 10.110.134. 658 LDAP 147 bindRequest(l) “CN=viswanathan,0U=Test ldap,DC=corp,DC=sclutionlab,DC=com” simple
.110.134. 68 10.110.200.111 LDAP 88 bindResponse(l) success

.11@.2ee.111 1@.11@.134. 68 TCP 66 59001 + 389 [ACK] 5eq=82 Ack=23 Uin=14608 Len=0 TSvwal=1424856 Toecr=262282703

. 110, 202,111 10,110,134, 68 LDAP 161 searchRequest(2) “DC=corp,DC=selutionlab,bC=cem” wholesubtree

.11@. 22,111 10,110,134, 68 TP 66 S0PBL + 389 [ACK] Seq=177 Ack=1793 Win=20482 Len=@ TSwal=1424857 TSecr=262282704
. 110,202,111 12,112,134, 68 LDAP 137 bindRequest(3) “CN=admin,CH=Users,DC=corp,DC=solutionlab,DC=com™ simple

L 118,134, 68 12.118.28@,111 LDAP 83 bindResponse(3) success
L 110,200,111 10.11@.134. 68 LDAR 161 searchRequestid) =
1836 searchResEntr

searchResRef(4

o+
2992 497. 707677 10.11@.2@8.111 10.110.134. 68 LDAP 73 unbindRequest(s)
2993 497. 707681 10.11@.2@8.111 10.110.134. 68 66 50081 + 383 [FIN, ACK] 3eq=350 Ack=3585 Win=26192 Len=@ Tival=1424857 TSecr=262282784
2994 497, 7a7746 1@.134.68 12,119,220,

Logs from the AP when user authentication is success

searchRes.

[
.118.134. 68 10.119.282.111 TP 74 389 + 59021 [SYN, ACK] 3eq=@ Ack=1 Uin=B192 Len=@ M55=1468 W3=256 SACK_PERM=1 TSwal=262282703 TSecr-

.11@.134.68 1@.11@.20@.111 LDAP 1836 searchResEntry(2) "CN=admin,CN=Users,DC=corp,DC=solutionlab,DC=com” | searchResRef(2) | searchRes-




“anand” is the user used to authenticate the client available at Test_Ldap OU.

Windows AD configuration, authentication user screen shot from the Active Directory

i Active Directory Users and Computers =]
Fil=  Action  View  Help
= = =1 | E=3 = P =] =% = T 2 B w1 W = 2
] Active Directory Users and Comput [ rame T Do Diescription 1
== | Saved Queries
=1 S5 cerp.solationlab.com = ldap_ouU_Test Crganizational ...
= 1 Suiltin 2. supera User
=l =] enMeastro_Default_ou 52, Test_Group_Ldap Security Group ...
= | Computers . wisvsanathan User
= (= Domain Controllers ”
+ | ForeignSecurityPrincipals
| Managed Service Accounts
= (= Test_Ldap
1 Users
L1 1 |

Packet capture taken from LDAP when bind is success and authentication is also success

£ bind-viswanathan-auth-anand.pcapng [_ O]
File Edt View Go Copture Analyzs Statistics Telsphony Wircless Tooks Help
A @ RE|] (R Qa |
[ Tip.addr == 10.110,200.111 - | Expression... | +
Mo [ Time [ source Destination [Protecal | Length Info
363 44, 816810 10.110. 200. 111 18.110.134.68 TCP 74 59004 + 389 [SYN] 5eq=0 Win=14600 Len=0 M55=1460 SACK PERM=1 T5val-=187@516 TSecr=0 Us=16
364 44, 816983 10.110.134. 68 10.110.200.111 TcP 74 389 -+ 58004 [SYN, ACK] 5eq=0 Ack=1 WIn=8192 Len=@ M35=146@ W3=256 SACK PERM=1 TSval=262728388 TSecra
365 44818034 12.110.200. 111 18.110.134. 68 TcP 56 59004 + 380 [ACK] Seq=l Ack=1 Win=14608 Len=0 TSwal=1870516 TSecr=262728380
366 44, 818037 12.110.200. 111 10.110.134. 68 LDAP 147 bindRequest(1) "CN=viswanathan,OU=Test_ldap,DC=corp,DC=solutionlab,Di=com" simple
367 44. 819854 12.110.134. 68 1e.110.20@.111 LDAP 88 bindResponse(l) success
368 44, 820841 12.110.200. 111 10.110.134. 68 Tcp 56 59004 + 383 [ACK] Seq=82 Ack=23 Win-=14608 Len=0 TSwal-1878516 TSecr=262728350
369 44, 821492 12.110.200.111 18.110.134. 68 LDAP 161 searchRequest(2) Lutionlab,D " uholesubtres
370 44. 822521 10.110.134. 68 10.110.288.111 LDBP 1839 searchResEntry(2) "CH=anand,OU=Test_Ldap,DC=corp,DC=solutienlab,Dt=com” | searchResRef(2) | searc-
371 44823616 10.110. 200. 111 18.110.134. 68 TcP 56 59004 + 389 [ACK] Seq=177 Ack=1796 WIn=284@@ Len=0 Tswal=157@516 TSecr=262728381
372 44.825351 10.110.200. 111 10.110.134. 63 LDAP 142 bindRequest(3) “CN=anand,OU=Test_Ldap,DC=corp,bC=solutionlab,bC=cam” simple
373 44826374 10.110.134. 68 1e.11e.200.111 LDAP 88 bindResponse(3) success
374 44827920 12.110.200. 111 10.110.134. 63 LDAP 161 searchRequest(4) "DC=corp,De=solutionlab,DC=com” wholeSubtree
375 44, 828834 10.110.134. 68 10.110.200.111 LDAP 1859 searchResEntry(4) "CH=anand,OU=Test_Ldap,DC=corp,Dc=solutionlab,Dt=con® | searchResRef(4) | searc-
376 44820947 12.110.200. 111 18.110.134.68 TcP 56 59004 + 380 [ACK] Seq=34% Ack=3591 Win=26152 Len=0 TSval=1878517 TSecr=262728381
377 44.835325 12.110. 200. 111 18.110.134. 68 LoRP unbindRequest(5)
378 44.835328 12.110.200.111 10.110.134.68 TcP 59004 » 389 [FIN, ACK] Seq=355 Ack=3591 Win=26192 Len=@ Tsval=187@517 TSecr=262728381
379 44. 835377 § .110. 20 Tcp 5 Win=66384 Len=a8 TSwal=262728382 Tsecr




James” is the user used to authenticate the client available at Idap_OU_Test OU which is
inside the Test_Ldap OU

. Active Directory Users and Computers !El .

File  Action VWiew Help

o= | 7El40(RE = H
| Active Direckory Users and Comput | Blame Type Description
Saved Queries
=l 54 corp.solutionlab. com 82 test_group_fpa Security Group ...
| Builtin
o | cnMeastro_Default_old)
Compukters
= | Domain Controllers
| ForeignSecurityPrincipals
| Managed Service Accounts
= =] Test_Ldap
4| Idap_QU_Test
Users

Packet capture taken from LDAP when bind is success and authentication is also success

£ bind-viswanathan-auth-james.pcapng [_ O] x]
File Edt Wiew Go Captwe Analyzs Statistics Telephony wirsless Tools Help
4 ® | RERec==F8 S[=laqaan

addr == 10,110.200.111 -] Expression... | +

Destination

(5111
LB39816
. 639819
L EAL556
. 642530
L EA3067
. E43931
L EA5025
. 546063

74 389 + 59008 [SY1 256 SACK_PERM=1 Tsva

56 59008 » 389 [ACK] Seq=1 Ack=1 Win=14608 Len=@ T5val=13@7428 Toecr=262755294

147 hindRequest (1) “CH=visuanathan,OU=Test ldap,DC=corp,DC=solutionlab,DC=com” simple
85 bindResponse(1) success
£6 59085 + 389 [ACK] Seq=82 Ack=23 Win=14608 Len=@ TSval=1907429 TSecr=262765294

161 searchRequest(2) “DC=corp,DC=solutionlab,D-com” wholeSubtree

1992 searchResEntry(2) “CN=lames,0U=1dap_OU_Test,0l=Test_Ldap,DC=corp,bC=solutionlab,DC=com” | searchRe-
66 59008 + 389 [ACK] 5eq=177 Ack=1247 Win=20400 Len=@ T5val=1907429 Tiecr=262765295

158 bindRequest(3) “CH=James,Ol=ldap_OlU_Test,Ol=Test_Ldap,DC=corp,DC=solutionlab,DC=com” simple

262765294 Thiecro

647197 88 bindResponse(3) success

L BAEE4D 161 searchRequest(4) “DC=corp,DC=soluticnlab,Di=com” wholeSubtree

L 649334 1990 searchResEntry(4) “CN=lames,0U=1dap_OU Test,Ol=Test Ldap,DC=corp,bC=solutionlab,DC=can” | searchRe-
650417 66 59008 + 383 [ACK] 5eq-35% Ack=3853 Win-26192 Len=@ T5val-1907429 Toecr-262765295

652170 d

How to analyse User authentication is fail

Scenario -1 - Bind is success, search is success and guest user
authentication is failing (invalid credentials)

Packet capture taken from LDAP when bind is success and authentication is failure




T ET——

File Edt View Go Capbure Analyze Statistics Telephony Wirless Tooks Help

4 @ RE|] P =Eaq’
(W [ip.addr == 10.110.200.111 -] Expression... | +
Mo, | Time |Suurte Destination ‘ Protocol ‘ Length Info

272 34.815877 12.112.202.111 18.11@. TCP 74 58995 + 383 [SYN] Seq=0 Win=14600 Len=2 M55-1460 SACK_PERM=1 TSwal=1343684 TSecr=0 WS=16
273 34.816003 12.110.134.68 le.11e. TCP 74 389 o 58995 [SYN, ACK] Seq=0 Ack=1l Win=8%192 Len=0 M55=1460 W5=256 SACK_PERM=1 TSwal=2822@1528 Tiecr-
274 34,8169 10.110.20@.111 1@.11@. TCP 66 58995 + 389 [ACK] Seq=1 Ack=1 Win=14608 Len=@ TSwal-=1343684 TSecr=262201528

34. 816950 18.118. .110. LDAP 145 bindRequest(l

275 dministrator,CN=Users,DC=corp,DC=soluticnlab, DC=com™ simple

| | 85 bindi {1} succ
. 818686 12.110.200.111 1a.1le. TCP 66 58995 + 382 [ACK] Seq=8@ Ack=23 Win=14688 Len=0 TSwal=1343684 TSecr=262201528
278 34,8106 1@.11@.20@.111 1e.11e. LDAP 161 sear(hREquESt(Z) " :(urp,D[:Snlutinnlah,DC:cm" wholeSubtree
279 34838413 10.11@.134. 68 1@.118@. LDAP 1984 searchResEntry(2) “CH=lames,OU=ldap_OU_Test,OU=Test_Ldap,DC=corp,DC=solutionlab,DC=com® | searchRe-
28@ 34,8358 1@.11@.20@.111 1e.11e. TCP 66 58995 + 389 [A[K] Seq=175 Ack=1861 Win=28400 Len=@ TSwal-1343686 TSecr=26228153@
281 34.841014 12.11@.202. 111 1@.118@. LDEP 158 bindRequest(3) “CN=James,OU=ldsp_OU Test,OU=Test Ldap,DC=corp,Di=solutionlab,DC=com” simple
282 34866427 10.110.134. 68 10.118@. LDAP 176 hindREspcnsE(E) invalidCredentials (EBB‘BEEZB: LdapEr“r: DSID-2C2%@40@, comment: A((EptSE(urity(untE}L
283 34.867819 12.112.200.111 18.118@. LDAP 73 unbindRequesti4)
284 34867820 12.110.202.111 le.11e. TCP 66 58995 + 383 [FIN, ACK] Seq=274 Ack=1971 Win=204@@ Len=@ TSval=1343689 TSecr=262201533

567849 T5wal=262201533 T5ecr=1343683

Scenario -2 — Bind is success, search fails and user authentication is failing

Packet capture taken from LDAP when bind is success and authentication is failure (search
fails with reason OperationsError- reason user not available)

£ user-search-| dsuccess.pcapng

Filz Edi View Go Capture Analyze Statistics Telephony Wireless Tools Help

P ® RE| ] =g 0= =EQaa
[ Ttip.addr == 10.110,32,50 ) 82 (udp. dstport == 389 - | Expression... | +
No. [ ime [ sourca Destination [Frotocol [Length Info

404 54. 74Q1885 10.110.288. 111 1e.110.134. 68 TR 74 59015 » 389 [57N] Seq-@ WIn-146@@ Len=@ M55-146@ SACK_PERN=1 T5val=2@31377 Tsecr=@ Ws=16

405 54740378 10.110.134. 68 10.110.200. 111 TR 74 389 + 59015 [5YN, ACK] Seg=@ Ack=1 Win=8132 Len=@ M35-1460 U5=256 SACK PERM=1 TSval=262889248 TSecr-

406 54. 741441 10.110.2@0.111 10.110.134. 68 TP 66 59015 + 389 [ACK] Seg=l Ack=1 Hin=14405 Len=@ T3val=2051377 Tiecr=26288324%

487 54741444 10.110.220. 111 10.110.134. 68 LOAP 147 bindRequest(1) "CN=viswanathan,OU=Test_ldap,DC=corp,DC=solutionlab,DC=cam” simple

408 54. 743064 10.110.134. 68 10.110.200. 111 LDAP 88 bindResponse(l) success

409 54. 744000 10.110.2@0.111 10.110.134. 68 TP 66 59015 » 389 [ACK] Seq=52 Ack=23 Uin=14505 Len=@ TSwal=2@31377 Tiecr=262553248

410 54, 744698 10.110.220. 111 10.110.134. 68 LOAP 159 searchRequest(2) "DC=corp,DC=sclutionlab,Dc=con” wholeSubtree

411 54.745079 10.110.134. 68 10.110.200. 111 LDAP 393 searchResRef(2) | searchResRef(2) | searchResRef(2) | searchResDone(2) success [@ results]

412 54. 746963 10.110.2@0.111 10.110.134. 68 LDAP 59 bindRequest(3) "<ROOT>" simple

413 54, 747108 10.110.134., 68 10.110.200. 111 LOAP 88 bindResponse(3) success

414 54. 748682 10.110.288.111 10.110.134.68 LDAP 159 searchRequest(4) "D=corp,Dl=sclutionlab,DC=com” wholesubtres

415 54. 748651 . 200,111 LDAP 248 searchResDone(4) operationsError (@09224DC: LdapErr: DSID-8C@9275A, comment: In order to perform the

753813

34,68 LDAP 73 unbindRequest

5)

(
{
F 6752 L 59249

Scenario -3 — Bind is failing, LDAP is reachable



In the below capture, we can see that the OU=Users is not correct and that is the reason for
the failure. Correct usage is “CN=Administrator,CN=users,...”

/& Capturing from Local Area Connection A=
File Edit View Go Capture Analyze Statistics Telephony ‘Wireless Tooks Help
T RE|Qe2=F L=|=|aQan
[ ‘ip.addr: 10,110,200.111 -] Expression... | +
No. ‘ Time ‘ Source Destination ‘ Protocol |Length ‘ Info
2186 275.024825 19.118.200.111 108.11@.134. 68 TCP 74 59021 + 383 [SYN] 3eq=Q Uin=14688 Len=0 M33=1460 SACK_PERM=1 TSval=2166982 Tiecr=0 Us=16
2187 275.825005 10.112.134. 68 le.11@.2@2.111 TCP 74 389 + 59021 [SYN, ACK] Seq=@ Ack=1 WIn=31%2 Len=@ M55=146Q WS=256 SACK_PERM=1 TSval-263@24857 TSecra
2188 275.026071 1@.112.200.111 12.112.134. 68 TCR 66 59921 + 389 [ACK] Seq=1 Ack=1 Win=14608 Len=0 TSwal=2166982 TSecr=263024857

2189 275.006074 1@.118.134. LD&P 145 bindRequest(l

1@.118.134. 68 TCP

. b 9021 ~+ 389 [ACK] Seq=80 Ack=111
2192 275. 208313 10,110,134, 68 Lo#p 73 unbindRequest(2)
2193 275, 008317 10,110,134, 68 Tcp 66 50021 » 389 [FIN, ACK] Seq=87 Ack=111 Win=14608 Len-0 TSval-2166983 TSecr-263024857

2194 275, 808378 1@.112. 200, 66 389 + 59021 [ACK 6568 Len=0 T5val=263024857 Tiecr=2166962

Scenario -4 — Bind is failing, LDAP is reachable, Administrator Password is
wrong

In the below capture, we can see that the response for bind request is invalid credentials.

& Capturing from Local Area Connection [_[O]
File Edt View Go Captwe Analyze Statistics Telephony ‘ireless Tools Help
(] o X R =4 i S|Elaqaa B

[ [ip.ader == 10.110.200,111 - Expression... | +
Mo, [ Time | source Destination [Frotocol [Length Info

154 16. 807874 1@.110.200. 111 10.110.134.68 i3 74 51485 + 389 [5YN] 5eq-0 Uin-13600 Len-8 M55-146@ SACK_PERM-1 T5val-15649998 Tsecr-0 Us-16

155 16. 387963 18.110.134. 68 18.110.209.111 Tcp 74 383 + 51485 [5VH, ACK] Seq=@ Ack=1 Uin=5192 Len=@ W53=146@ US=256 SACK_PERN=1 Tival=2362711 TSecr=l_

156 16. 388920 18.110.200. 111 18.110.134. 68 Tcp 56 51485 + 389 [ACK] Seq=1 Ack=1 Uin=13608 Len=0 TSwal-1564999@ TSecr=2352711

157 16.5@88921 18.110.200.111 18.110.134. 68 Loap 148 bindRequest (1) "CH=Administrator,CN=users,DC=corp,DC=sclutionlab,dc=com® simple

158 16.853376 18.110.133. 68 18.110.208.111 LDap 176 bindResponse(1) invalidCredentials (88098308: LdapErr: DSID-@C@98408, comment: AcceptSecurityContesc

159 16. 854313 1@.11@.200.111 10.110.134. 68 TcP 66 51485 + 389 [ACK] 5eq-83 Ack=111 Win-146@8 Len=@ T5val-15649994 TSecr-2362716

160 16. 855168 18.119. 200. 111 18.110.134. 68 LDAP 73 unbindRequest(2)

161 16.555170 18.110.200.111 18.110.134. 68 Tcp 56 51485 + 389 [FIN, ACK] Seq=80 Ack=111 Win=14888 Len=@ TSval-15649934 TSecr=2362716

162 16. 655193 19.110.209.111 TCP 56 380 + 51485 [ACK] Seg-111 Ack=0l Uin-6656 Len=@ T5val-2362716 TSecr=15640994

Scenario -5 — Bind is failing, LDAP is not reachable,

Logs from the AP when bind is failing




