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Commands Description CLI Mode 

router ospf  Enables OSPF routing 
process and enters into 
the OSPF Router 
Configuration Mode. 

Global 
Configuration 

router-id <router ip address> 

 
Sets the router-id for the 
OSPF process. 

OSPF Router 
Configuration 

area <area-id> stub [no-summary] 

Available options: 

 <area-id> - Configures the identifier for the area (IP address 

format). 

 no-summary - Prevents an Area Border Router (ABR) from 

sending summary link advertisements. 

Specifies an area as a 
stub area and other 
parameters related to that 
area. 

OSPF Router 
Configuration 

area <area-id> default-cost <cost> [tos <tos value(0-

30)>] 

Available options: 

 <area-id> - Configures the identifier for the area (IP address 

format). 

 default-cost <cost> - Configures the cost for the default 

summary route used for a stub or NSSA. 

 tos <tos value(0-30)> - Configures the Type of Service 

of the route being configured. 
 

Specifies a cost for the 
default summary route 
sent into a stub or NSSA. 

OSPF Router 
Configuration 

area <area-id> stability-interval <Interval-Value (0 - 

0x7fffffff)> 

Available options: 

 <area-id> - Configures the identifier for the area (IP address 

format). 

 <Interval-Value (0 - 0x7fffffff)> - Stability interval 

value in seconds. 
 

Configures the Stability 
interval for NSSA. 

OSPF Router 
Configuration 

area <area-id> nssa [{ no-summary | default-

information-originate [metric <value (0-16777215)>] 

[metric-type <Type(1-3)>] [tos <tos value (0-30)>] 

[no-redistribution] }] 

Available options: 
 

 <area-id> - Configures the identifier for the area (IP address 

format). 

 no-summary – Allows an area to be nssa, and not having 

summary routes inserted into it. 

 Default-information-originate - Configures an area as 

a NSSA area and other parameters related to that area. 
 

Configures a particular 
area as not-so-stubby 
area (NSSA). 

OSPF Router 
Configuration 

area  <area-id> translation-role { always | candidate 

} 

Available options: 
 

 <area-id> - Configures the identifier for the area (IP address 

format). 

Configures the translation 
role for the NSSA. 

OSPF Router 
Configuration 
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 translation-role - Configures the NSSA Border router 

ability to perform NSSA Translation of Type-7 LSAs to Type-5 
LSAs. 

- always - Sets translator role where the Type-7 LSAs are 

always translated into Type-5 LSAs. 

- candidate - Sets translator role where an NSSA border 

router participates in the translator election process. 

area <area-id> range <Network> <Mask> {summary | 

Type7} [{advertise | not-advertise}] [tag <value>] 

Available options: 
 

 <Network> - Configures the IP address of the network 

indicated by the range. 

 Summary - Sets the LSA type as summary LSA. 

 Type7 - Sets the LSA type as Type-7 LSA. 

 advertise - Sets the address range status to advertise and 

generates a Type 3 summary link-state advertisement (LSA). 

 tag <tag-value> - Configures the Tag Type which describes 

whether Tags will be generated automatically or  manually 
configured. 

Consolidates and 
summarizes routes at an 
area boundary which is 
used only with Area 
Border Routers (ABRs). 

OSPF Router 
Configuration 

compatible rfc1583  

 

Sets OSPF compatibility 
list compatible with RFC 
1583. 

OSPF Router 
Configuration 

abr-type { standard | cisco | ibm } 

Available options: 
 

 standard -  Configures the Standard ABR type as defined in 

RFC 2328. 

 cisco -  Configures the CISCO ABR type as defined in RFC 

3509. 

 ibm -  Configures the IBM ABR type as defined in RFC 3509. 
 

Sets the Alternative ABR 
Type. 

OSPF Router 
Configuration 

default-information originate always [metric <metric-

value (0-16777215)>] [metric-type <type (1-2)>] 

Available options: 
 

 always -  Advertises the default route whether the software 

has a default route or not. 

 metric <metric-value (0-16777215)> - Sets the Metric 

value applied to the route before it is advertised into the OSPF 
Domain Metric used for generating the default route. 

 metric-type <type (1-2)> -  Sets the Metric Type 

applied to the route before it is advertised into the OSPF 
Domain External link type associated with the default route 
advertised into the OSPF routing domain. 

 

Enables the generation of 
a default external route 
into an OSPF routing 
domain and other 
parameters related to that 
area. 

OSPF Router 
Configuration 

ASBR Router Specifies this router as 
ASBR. 

OSPF Router 
Configuration 

summary-address <Network> <Mask> <area-id> [{allowAll 

| denyAll |  advertise | not-advertise}] [Translation 

{enabled | disabled}][tag tag-value] 

Creates aggregate 
addresses for OSPF and 

OSPF Router 
Configuration 
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Available options: 
 

 <Network> - Configures the IP address of the network 

indicated by the range. 

 <Mask> - Configures the subnet mask that pertains to the 

range. 
 

helps in reducing the size 
of the routing table. 

redistribute {static | connected | rip | all} [metric 

<metric_value(0-16777214)>] [metric-type {1-2}] 

Available options: 
 

 static -  Redistributes the statically configured route in the 

OSPF routing process. 

 connected – Redistributes the directly connected network 

routes in the OSPF routing process. 

 rip – Redistributes the routes learned by the RIP process in 

the OSPF routing process. 

 all -  Imports all routes learned in the OSPF routing process. 
 

Configures the protocol 
from which the routes 
have to be redistributed 
into OSPF and advertises 
the routes learned by 
other protocols. 

OSPF Router 
Configuration 

distance <1-255>  Configures the  
administrative distance to 
reach the destination  

OSPF Router 
Configuration 

network <Network number> area <area-id> 

Available options: 
 

 <Network number> - Configures the Network type for the 

interfaces. 

 <area-id> - Configures the identifier for the area (IP address 

format). 

Defines the interfaces on 
which OSPF runs and the 
area ID for those 
interfaces. 

OSPF Router 
Configuration 

passive-interface {vlan <vlan-id > <interface-type> 

<interface-id> | <IP-interface-type> <IP-interface-

number>} 

Available options: 
 

 <vlan –id> - Configures the specified VLAN ID as passive 

interface. 

 <interface-type> - Configures OSPF for the specified type 

of interface. 
 

Suppresses routing 
updates on an interface 
and makes the interface 
passive. 

OSPF Router 
Configuration 

passive-interface default Suppresses routing 
updates on all interfaces 
and makes the passive 
interface to default. 

OSPF Router 
Configuration 

debug ip ospf { pkt { hp | ddp | lrq | lsu | lsa } | 

module { adj_formation | ism | nsm | config | 

interface | restarting-router | helper | redundancy } 

} 

Available options: 
 

 pkt – Generates debug statements for Packet High Level 

Dump trace. 

Sets the OSPF debug 
level 

Privileged EXEC 
Mode 
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 module - Generates debug statements for RTM Module traces. 
 

timers spf <spf-delay(0-65535)> <spf-holdtime(0-

65535)> 

Configures the delay time 
and hold time in starting a 
SPF calculation after 
receiving a topology 
change. 

OSPF Router 
Configuration 

ip ospf key <Key-ID (0-255)> start-accept <DD-MON-

YEAR,HH:MM> 

Available options: 
 

 key <Key-ID (0-255)> - Identifies the secret key used to 

create the message digest appended to the OSPF packet. 

 start-accept <DD-MON-YEAR,HH:MM> - Configures the 

time when the router will start accepting packets that have been 
created with this key. 

Configures the time the 
router will start accepting 
packets that have been 
created with the specified 
key. 

Interface 
Configuration 
(VLAN  interface / 
Router port) 

ip ospf key <Key-ID (0-255)> start-generate <DD-MON-

YEAR,HH:MM> 

Configures the time when 
the switch will start 
generating OSPF packets 
with the same key ID on 
the interface. 

Interface 
Configuration 
(VLAN  interface / 
Router port) 

ip ospf key <Key-ID (0-255)> stop-generate <DD-MON-

YEAR,HH:MM> 

Configures the time when 
the router will stop using 
configured key for packet 
generation. 

Interface 
Configuration 
(VLAN  interface / 
Router port) 

ip ospf key <Key-ID (0-255)> stop-accept <DD-MON-

YEAR,HH:MM> 

Configures the time when 
the router will stop 
accepting OSPF packets 
created by using the 
configured key. 

Interface 
Configuration 
(VLAN  interface / 
Router port) 

show ip ospf Displays general 
information about the 
OSPF routing process. 

Privileged EXEC 

show ip ospf interface [ { vlan <vlan-id> | 

<interface-type> <interface-id> | <IP-interface-type> 

<IP-interface-number>}] 

Displays the general 
information about the 
OSPF routing processes 
for the specified interface. 

Privileged EXEC 

show ip ospf neighbor [{ vlan <vlan-id > [ <interface-

type> <interface-id> | <IP-interface-type> <IP-

interface-number>}] [Neighbor ID] [detail] 

Displays the OSPF 
related neighbor 
information list and 
observes the neighbor 
data structure. 

Privileged EXEC 

show ip ospf request-list [<neighbor-id>] [{ vlan 

<vlan-id > [ <interface-type> <interface-id> | <IP-

interface-type> <IP-interface-number>}] 

Displays the OSPF Link 
state request list 
advertisements (LSAs) 
requested by a router and 
debugging OSPF routing 
operations. 

Privileged EXEC 
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show ip ospf retransmission-list [<neighbor-id>] [{ 

vlan <vlan-id > [ <interface-type> <interface-id> | 

<IP-interface-type> <IP-interface-number>}] 

Displays the OSPF Link 
state retransmission list 
information waiting to be 
resent. 

Privileged EXEC 

show ip ospf border-routers Displays the OSPF 
Border and the Boundary 
Router Information.                         

Privileged EXEC 

show ip ospf area-range Displays the OSPF 
summary-address 
redistribution information.                               

Privileged EXEC 

show ip ospf route Display the routes 
learned by the OSPF 
process. 

Privileged EXEC 

show ip ospf database database-summary Displays the OSPF LSA 
Database summary. 

Privileged EXEC 

ip ospf retransmit-interval <seconds (1 - 3600)> Sets the interval value (in 
seconds) between LSA 
retransmissions. 

Interface 
Configuration 
(VLAN  interface / 
Router port) 

ip ospf transmit-delay <seconds (1 - 3600)> Sets the estimated time 
(in seconds) to transmit a 
link state update packet 
on the interface. 

Interface 
Configuration 
(VLAN  interface / 
Router port) 

ip ospf priority <value (0 - 255)> Sets the router priority. Interface 
Configuration 
(VLAN  interface / 
Router port) 

ip ospf hello-interval <seconds (1 - 65535)> 

 

The smaller the hello interval, the faster the topological 
changes will be detected. 

 

Sets the hello interval 
time on the interface. 

Interface 
Configuration 
(VLAN  interface / 
Router port) 

ip ospf dead-interval <seconds (1-65535)> Sets the interval (in 
seconds) at which hello 
packets must not be seen 
before neighbors declare 
the router down. 

Interface 
Configuration 
(VLAN  interface / 
Router port) 

ip ospf cost <cost (1-65535)> Specifies the cost of 
sending a packet on an 
interface. 

Interface 
Configuration 
(VLAN  interface / 
Router port) 

ip ospf network broadcast Configure the OSPF 
network type broadcast 

Interface 
Configuration 
(VLAN  interface / 
Router port) 

ip ospf authentication-key <password (8)> Specifies the password to 
be used by neighboring 
routers that are using the 

Interface 
Configuration 
(VLAN  interface / 
Router port) 
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OSPF simple password 
authentication 

ip ospf message-digest-key <Key-ID (0-255)> [{ md5 | 

sha-1 | sha-224 | sha-256 | sha-384 | sha-512}]  <Key 

(16)> 

Available options: 
 

 md5 - Sets the authentication type as Message Digest 5 (MD5) 

authentication. 

 sha-1 - Sets the authentication type as Secure Hash Algorithm 

1 (SHA1) authentication. 

 sha-224- Sets the authentication type as Secure Hash 

Algorithm 224 (SHA224) authentication. 

 sha-256 - Sets the authentication type as Secure Hash 

Algorithm 256 (SHA256) authentication. 

 sha-384 - Sets the authentication type as Secure Hash 

Algorithm 384 (SHA384) authentication. 

 sha-512 - Sets the authentication type as Secure Hash 

Algorithm 512 (SHA512) authentication. 
 

Enables the OSPF MD5 
authentication. 

Interface 
Configuration 
(VLAN  interface / 
Router port) 

ip ospf authentication {message-digest | sha-1 | sha-

224 | sha-256 | sha-384 | sha-512 | null | simple} 

Specifies the 
authentication type for an 
interface. 

Interface 
Configuration 
(VLAN  interface / 
Router port) 

redist-config <Network> <Mask> [metric-value <metric 

(1 - 16777215)>] [metric-type {asExttype1 | 

asExttype2}]  [tag <tag-value>} 

Available options: 
 

 <Network> - Configures the IP Address of the Destination 

route. 

 <Mask> - Configures the Mask of the Destination route. 

 metric-value <metric (1 - 16777215)> - Configures 

the Metric value applied to the route before being advertised into 
the OSPF Domain.  

 metric-type - Configures the Metric Type applied to the route 

before being advertised into the OSPF Domain. 

 tag <tag-value> - Configures the Tag Type describes 

whether Tags will be automatically generated or will be manually 
configured. 

Configures the 
information to be applied 
to routes learnt from 
RTM. 

OSPF Router 
Configuration 
 

show ip protocols Displays information 
about the active routing 
protocol process. 

Privileged EXEC 

 


