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Create New Guest Portal

/ (@ cMaestro™ )

ecure | https://us-e1-sb2-pgbhjSa5Sqm.cloud.cambiumnetworks.com/#/0/home-view/guestAccessPortal/list :
< C | &s | https:/ 1-sb2-pgbhj5a5 loud bi k /#/0/h iew/ A Portal/li o Y|

- Provide a Name and
write this down. You ' Add Gliest Potta
will need this name later
when configuring the
Guest WLAN Description

- Spaces are not
allowed, but an
underline is

- The Description is
optional, but advisable ==

- Enabling Client Event
Logging is advisable

- Click Save or this
information will not be
saved

*Name: ‘ |

Client Login Event Logging
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Configure Access Options

If Free access is desired,
enable and configure
options

Configure Paid and
Voucher settings if
desired

Click Save at the bottom
of the screen or these
changes will not be
saved.

(@ cnMaestro™ b3
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C | & Secure | https://us-e1-sb2-pgbhj5a5qm.cloud.cambiumnetworks.com/#/0/hon

cnMaestro

Guest Access Portal = WMXSSID = Guest_Portal 1

Access
Free
[] Enable
Client Session
Session Duration:
Renewal Frequency:
Client Rate Limit
Downlink:
Uplink:
Client Quota Limit
Quota Type:
Social Login

Guest Portal Hostname:

30 Minis) v

1 Hou -

5000 Kbps

2000) Kbps
None w»

us-el-guest.cloud.cambiumnetworks.c @

Q
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Splash Page Configuration

@ cnMaestro™ X

& Cc \ 8 Secure | https://us-e1-sb2-pgbhjSa5gm.cloud.cambiumnetworks.com/#/0/home-view/guestAccessPortal/Guest_Portal_1/splash/ o ‘ﬁ"

cnMaestro

PN Guest Access Portal = Guest_Portal_1 2
/u‘ﬁ Basic  Access | Splash | Sessions
Provicn Theme: Airport m Coffee Hotel ” Logo
@ Background
- Choose the Theme desired 8 ||
Text Design
- Fill in Details & Content
- TItI e = PageTitle: | Guest Portal Title
- M e S S a ge {:} Guest Portal Title Access Internet Message: = Enteryourwelcome message here
.. . Enter your welcome message here oFree for First 30 Minutes
- Terms and Conditions title and e
t t Te_rmsMM Login Title: Access Internet
conten S :
Q/ Accept Terms Message: Please accept terms and condition before signin

- Free Access message details o

Terms & Conditions Title: Terms and Conditions
- Any Others deSIred AR Terms & Conditions: | Enteryour T's and C's here.
- Click Save at the bottom of the
screen or this will not be saved. IR | O O R RO
Login Failure Message: | Login Failure:
Server Error Message: | Error contacting server
Please Wait Message: | Please Wait...

Terms Agree Button: Agree
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Create new WLAN

e - (=] X
@ cnMaestro™ X
& C | @ Secure | https://us-e1-sb2-pgbhj5a5qm.cloud.cambiumnetworks.com/#/0/home-view/wlan/add or Yy
@ cnMaestro 11 S ST
FORN V[ ANs > Add New e
in WLAN > Basic Information
Name™: New Guest SSID
Description:

- Add a new WLAN . | sasc Setins
- Provide a Name o | e
- Enable Client Isolation to fnable: 2
protect guests from each wesh: | ot .
other
- Click Save v securty: | open .

%*' Radios: 2.4GHz and 5GHz v

AR Client Isolation:  [V/]

cnMaestro Managed

Roaming:

Hide SSID:
(® Advanced Settings
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Tie Guest Portal to Guest WLAN

T = ® - o x
4:—k C | & Secure | https://us-e1-sb2-pgbhj5a5gm.cloud.cambiumnetworks.com/#/0/home-view/wlan/add o ¢
(@ cMaestro
POl \LANS >Add New o
0 VLAN Basic Settings
- Enable Guest Access for WLAN ® i G
- Select cnMaestro for the i i Babillicies () Wbuibiocmadiiiok (){Exiicoibiingall I elloaiicn
Portal Mode & e
- Enter the exact name used for Gl R
the Guest Portal created @ Wihitetist
earlier &

- Click Save @
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Access Control List

(@ cnMaestro™ X

& C | @ Secure | https://us-e1-sb2-pgbhj5a5qm.cloud.cambiumnetworks.com/#/0/home-view/wlan/add or Y

cnMaestro

0 K

C WLANS >Add New
/Lﬂ\.l Access Control Lists
- An Access Control List will @ : —
Precede... Policy Direction Type Rule
be used to block Guests -
from the internal network s
- If VLANs or Tunneling is =
used, this method may not
be necessary, but it would & |
nOt hurt tO Use it anyway. % Policy: (@) Deny Permit RADIUS
MAC
é?/‘
]
A8
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Create 2 new entries for
DHCP
- UDP is most typically
used
- TCPis rarely used, but
to be safe include this
entry
The order of entry is
important
Pay careful attention to the
Precedence number used, it
is easy to accidentally
overwrite a previously
created entry

Precedence:
Policy:
Direction:
Type:
Protocol:

Source IP/Mask:

Source Port:

Destination IP/Mask:

Destination Port:

2017 Copyright Cambium Networks, Ltd. All Rights Reserved

1j5a5qm.cloud.cambiumnetworks.com/#/0/home-view/wlan/add

Deny (® Permit
In Out (® Any
P MAC (@ Protocol

UDP

any

ACL Entries to Allow DHCP Responses into WLAN

Precedence:
Policy:
Direction:
Type:
Protocol:

Source IP/Mask:

Source Port:

Destination IP/Mask:

Destination Port:

2

Deny (® Permit
In Out (@ Any

P MAC (@ Protocol
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ACL Entries to Allow DNS

- Two Entries are needed for DNS orecsdence: |0
- One for DNS server to | B ey W
WLAN Gisdion. O O @A
- One for WLAN to DNS Tie BiF OMac: O Poeg
Server i
- In this example 192.168.15.1 is
the DNS server.
- If more than one DNS server is
utilized, there should be two Precedence: | 11
entries for each one ' Poly: . Deny (@ perm
- Pay attention to the Precedence " e e
order as these entries must s amas F——m
occur before deny entries added sl s
next

Destination IP/Mask: | 192.168.15.0/24]

Type: @ IP MAC Protocol
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Block Access to Internal Subnets

Precedence: 20

Policy: (®) Deny Permit

Direction: in Out @ Any

Type: @ IP MAC Protocol

Source IP/Mask 192.168.15.0/24

Destination IP/Mask: 192.168.0.0/1§

Precedence: 21

Policy:

Three entries are needed to block access to
private IP address subnets

Type: @ IP MAC

Source IP/Mask: 192.168.15.0/24

(® Deny Permit

Direction: In Out (@ Any

Each of these are deny statements

In this example, the Guest WLAN subnet is
192.168.15/24.

If there are multiple subnets used for the Guest
WLAN, three deny entries are needed for each
one

2017 Copyright Cambium Networks, Ltd. All Rights Reserved

Destination IP/Mask: 172.16.0.0, ‘255.224‘0,o|

Precedence: 22

Policy: (® Deny

Direction: In Out (@ Any

MAC Protocol

Type: @ IP

Source IP/Mask 192.168.15.0/24

Destination IP/Mask: ‘ 10.0.0.0/¢]
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Allow Web Traffic to Guest WLAN

Precedence:

- The final ACL entry needs to be G
a permit statement to allow all Diecior: Ol O ot 1@ Any
TCP traffiC Type: P MAC (@) Protocol
- All valid web traffic is TCP- Protocol: | TCP
based Source IP/Mask:
- There is an implicit deny for
anything not specifically defined
in the ACL IlSt Destination IP/Mask: = any

any

Source Port: | any

Destination Port: ‘ any|
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ACL List Completed

cnMaestro

WLANs > Add New

Q

Access Control Lists

- Check over the completed

L) & =2 *

Precede... Policy Direction Type Rule
ACL permit any proto udp any/255.255.255.255 any/255.255.255.255 67 any
- Ve r|fy the precedence Order Access Control > 2 permi an proto tcp any/255.255.255.255 any/255.255.255.255 67 any
/?é 0 permi an [ 192.168.15.1/255.255.255.255 192.168.15.0/255.255.255.0

- Verify that Permit and Deny ) | | S
11 permit any ip 192.168.15.0/255.255.255.0 192.168.15.1/255.255.255.255
POIICIeS are Correctly entered 20 der‘q.f any ip 192.168.15.0/255.255.255.0 192.168.0.0/255.255.0.0
_ It iS possible to edit any Of {:} 21 deny‘ any ip 192.168.15.0/255.255.255.0 172.16.0.0/255.224.0.0
2 ny ip 15 68.15.0/255.255.25 .0.0.0/255.0.0.0
the entries & -
- Click Save at the bottom of
the screen

any proto tcp any/255.255.255.255 any/255.255.255.255 any any

¥
Add New Showing 1-8 Total: 8 10 n

Policy: (®) Deny Permit RADIUS
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Add Guest WLAN into AP Group

It is assumed that an AP
Group has already been
created. If not, add,
configure an AP Group, and
Claim APs into the Group
when ready

Add in the WLANSs to be used
by this AP Group, to include
the newly created Guest
WLAN

Click Save at the bottom of
the screen

) cnMaestro™ X

C | & Secure | https://us-e1-sb2-pgbhj5a5qm.cloud.cambiumnetworks.com/#/0/home-view/APGroup/add

Available WLANs

[l WLAN
(v Staff

¢ New Guest SSID
] WMXSSID

{1 Angel DS

-] Shed

Default Enterprise
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