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Commands Description CLI Mode 

router rip  

 

Enables the RIP feature and enters the router 
configuration mode. 

Global Configuration 

ip rip security { minimum | 

maximum } 

Available options: 

 minimum – RIPv1 packets will 

be accepted even if 
authentication is enabled. 

 maximum – RIPv1 packets will 

be ignored when authentication 
is enabled. 

Configures the security level of the RIP feature in 
the system to accept or ignore RIPv1 packets 
when authentication is enabled. 

RIP Router Configuration 

network <ip-address> 

 

Available options: 

 <ip-address> - Configures 

the IP network address of the 
interface that is to be associated 
with RIP routing process. 

Enables the RIP feature on an IP network for an 
unnumbered VLAN interface / router port. 

RIP Router Configuration 

passive-interface {vlan <vlan-

id/vfi-id> | <interface-type> 

<interface-id>} 

Available options: 

 vlan <vlan-id > - Sets the 

specified VLAN interface as a 
passive interface on which RIP 
routing updates are suppressed. 

 <interface-type> - Sets the 

specified type of router interface 
as passive interface. 

 <interface-id> - Configures 

the specified interface identifier. 

Suppresses the RIP routing updates on a 
specified VLAN interface in the default switch 
context or on a specified router port. 

RIP Router Configuration 
 

redistribute { all | connected 

| ospf | static }  

Available options: 

 all - Specifies that all routes 

have to be imported from the 
RIP. 

 connected - Imports directly 

connected networks routes into 
RIP routing process. 

 ospf - Imports routes that are 

learnt by the OSPF process in 
the RIP routing process. 

 static - Imports routes 

configured statically in the RIP 
routing process. 

Enables the RIP feature to participate in Route 
Redistribution. 

RIP Router Configuration 
 

default-metric [ <value> ] Sets the default metric values to be used for 
redistributed routes for RIP. 

RIP Router Configuration 

distance <1-255>  

 

Enables the administrative distance of the routing 
protocol and sets the administrative distance 
value. 

RIP Router Configuration 
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auto-summary {enable | 

disable} 

Enables or disables the auto summarization of 
routes in RIP and restores the default behavior of 
automatic summarization of subnet routes into 
network-level routes. 

RIP Router Configuration 

ip rip summary-address <ip-

address> <mask> 

 

Sets route aggregation over a VLAN interface / 
router port for all subnet routes that fall under the 
specified IP address and mask. 

Interface Configuration  
 

ip rip default route install Installs the received route in the RIP database. Interface Configuration  

ip rip send version  { [1] [2] 

} 

Sets the IP RIP version number for transmitting 
advertisements. 

Interface Configuration  

ip rip receive version { [1] 

[2]} 

Sets IP RIP version number for receiving 
advertisements. 

Interface Configuration 

ip rip authentication mode { 

text | md5 }  

Configures the authentication mode to be used in 
RIP packets for VLAN interface / router port. 

Interface Configuration 

ip rip authentication key-

chain <key-chain-name (16)> 

Configures the interface RIP version 2 
authentication string. 

Interface Configuration 

no ip rip authentication Disables authentication. Interface Configuration 

debug ip rip { all | init | 

data | control | dump | os | 

mgmt | failure | buffer } 

Sets the debug level for RIP module. Privileged EXEC 

show ip rip database [ <ip-

address> <ip-mask> ] | 

statistics | authentication} 

Displays the IP RIP protocol database, statistics 
or authentication related information. 

Privileged EXEC 

ip rip send none Stops the IP RIP transmitting advertisements to 
be sent on a VLAN interface / router port. 

Interface Configuration 

ip rip auth-type { md5 | sha-1 

| sha-256 | sha-384 | sha-512 

} 

Available options: 

 md5 - Configures the 

authentication type as keyed 
MD5 (Message Digest 5) 
authentication. 

 sha-1 - Configures the 

authentication type as Secure 
Hash Algorithm 1 (SHA1) 
authentication. SHA1 generates 
Authentication digest of length 
20 bytes. 

 sha-256 - Configures the 

authentication type as Secure 
Hash Algorithm 256 (SHA256) 
authentication. SHA256 
generates Authentication digest 
of length 32 bytes. 

Configures the authentication type. Interface Configuration 

ip rip authentication key-id 

<integer (0-255)> key <string 

(16)> 

Configures the authentication key ID and the 
authentication key. 

Interface Configuration 
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Available options: 

 <integer (0-255)> - 

Configures the active 
authentication KeyID. 

 key <string (16)> - 

Configures the key used as the 
authentication key. 

 

ip rip key-id <integer (0-

255)> start-accept <key> 

Configures the time when the router starts 
accepting RIP updates for a specific key ID. 

Interface Configuration 

ip rip key-id <integer (0-

255)> stop-accept <key> 

Configures the time when the router stops 
accepting RIP updates for a specific key ID. 

Interface Configuration 

ip rip key-id <integer (0-

255)> start-generate <key> 

Configures the time when the router starts 
generating RIP updates for a specific key ID. 

Interface Configuration 

ip rip key-id <integer (0-

255)> stop-generate <key> 

Configures the time when the router stops 
generating RIP updates for a specific key ID. 

Interface Configuration 

timers basic <update-value 

(10-3600)> <routeage-value 

(30-500)> <garbage-value (120-

180)> 

Available options: 

 update-interval (10-

3600)> - Configures the time 

interval (in seconds) at which 
the updates are sent. 

 routeage-value(30-500)> 

- Configures the time interval 

(in seconds) after which the 
route entry is put into garbage 
collect (that is, marked as 
invalid). 

 garbage-value(120-180) - 

Configures the time interval (in 
seconds) after which the route 
entry marked as invalid is 
deleted. The advertisements of 
this entry is set to INFINITY 
while sending to others. 

  

Configures the update timers, route age and 
garbage collection timers for the VLAN interface / 
router port. 

Interface Configuration 

 


