Guest-Access-Solution-On-cnPilot-AP-Isolating-Guest-Traffic-Only-To-Internet

Use Case Description: Here is the use case requirement,

1. Provide Wi-Fi access to employee with full access to the company network resources

2. Provide guest access service to company guest users

3. Guest users shall be authenticated with user name and password before providing internet
access

4. Guest users traffic needs to isolated from employee traffic

5. Guest users shall be able to access to internet only and restrict guest users accessing to
company network resource

Reference Network Topology

Employee-SSID --- Mapped to VLAN 1
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AP will be Default Gateway P~
For Guest Clients and NATing Guest-SSID --- Mapped to VLAN 10

10.110.0.0/16

1P 10.110.32.0/24 Corporate Network

Guest user traffic IP ACL on guest SSID to prevent guest users

o accessing corporate network
1P 192.168.10.0/24

Corporate network: 10.110.0.0/16
Guest Access Network: 192.168.10.0/24
Solution Recommendations:

SSID 1 will be reserved for company employee is will be mapped to VLAN 1
SSID 1 will be mapped to VLAN 1

AP ETH1 port will be mapped to VLAN 1

DHCP client is enabled on AP VLAN 1

External DHCP Server and Default Gateway for employed SSID

SSID 2 will be reserved for guest users and mapped to VLAN 10

Guest user will be authenticated with the local data base user

Guest Access service will be running on the AP

SSID 2 will be configured with IP ACL to deny traffic from guest users going to corporate network
but allow guest users traffic to internet

10. AP Will be configured with VLAN 10 SVI
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11. NAT is enabled on VLAN 10
12. AP will be configured with the DHCP server for VLAN 10 to server IP addresses to guest users
13. AP will act as default gateway for guest users

Solution Limitation: Guest users roaming from one AP to another AP will not be seamless roaming
i.e. guest user will be forced to authenticate when he roams to 2" AP

Recommendation for the solution limitation: Keep external default gateway and external DHCP
server for the guest users. External default gateway can route or NAT the guest user traffic to
internet. AP Ethernet port needs to configured as trunk port allowing VLAN mapped to employee
SSID and VLAN mapped to guest SSID



APs configuration screen shots are attached for reference purpose
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AP Configuration File
E500-B14C3A(config)# show config

I

no management telnet

management cambium-remote validate-server-cert
management user admin password Scrypt$152ZhV4KogAnWIAxoydwyrhrm88WHFO10G
management cambium-remote
management https

management http

management ssh

led

no poe-out

country-code IN

I

wireless radio 1

no shutdown

channel auto

channel-width 20

channel-list all-channels

data-rate unicast 1b 2b 5.5b 11b 12 18 24 36 48 54
data-rate non-unicast highest-basic

power 30

no airtime-fairness

auto-channel-select on-startup
antenna-gain 5

beacon-interval 100

I

wireless radio 2

no shutdown

channel auto

channel-width 80

channel-list prefer-non-dfs

data-rate unicast 6b 9 12b 18 24b 36 48 54

data-rate non-unicast lowest-basic



power 30

no airtime-fairness
auto-channel-select on-startup
antenna-gain 5
beacon-interval 100

I

wireless wlan 1

ssid guest-access-demo

no shutdown

vlan 10

security open

band both

dtim-interval 1
max-associated-client 127
mac-authentication policy deny
guest-access

guest-access access-type local-guest-account "guest" "guest"
guest-access splash-page title "Welcome To Demo Guest Access On cnPilot E500 AP"
guest-access splash-page text "Guest Internet Access Traffic WIll be Monitiored For Security Purpose"

guest-access splash-page terms-message "Guest Internet Access Subjected To Cambium IT Terms and Access
Conditions"

acl permit proto 1 udp 192.168.10.0/255.255.255.0 any any 53 in
acl permit proto 2 udp any 53 192.168.10.0/255.255.255.0 any out
acl deny ip 3 any 10.110.0.0/255.255.0.0 in

acl permit ip 5 any any any

I

wireless wlan 2

ssid Employe-SSID

no shutdown

vlan 1

security wpa2-psk

protected-mgmt-frames state optional

protected-mgmt-frames sa-query-retry-time 100
protected-mgmt-frames association-comeback 1

passphrase Scrypt$1SLTI15th5G1LIPWpRZIw0j+C/40DymINT



band both

dtim-interval 1

max-associated-client 127
mac-authentication policy deny

no guest-access

!

interface eth 1

switchport mode access

switchport access vlan 1

|

interface eth 2

switchport mode access

switchport access vlan 10

!

interface vlan 1

ip address zeroconf
management-access all

ip address dhcp

|

interface vlan 10

ip nat inside
management-access all
ip address 192.168.10.1 255.255.255.0
!

ip dhcp pool 10

address-range 192.168.10.100 192.168.10.125
default-router 192.168.10.1
dns-server 10.110.12.110 10.110.12.111
domain-name CAMNWK.com
lease 100
network 192.168.10.0 255.255.255.0
!

hostname E500-B14C3A



E500-B14C3A(config)#



